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Abstract

We introduce a protocol with a reconfigurable filter system to create non-overlapping single
loops in the smart power grid for the realization of the Kirchhoff-Law-Johnson-(like)-Noise
secure key distribution system. The protocol is valid for one-dimensional grids (chain-like power
line). The speed of the protocol (the number of steps needed) versus grid size is analyzed. When
fully developed such system has the potential to achieve unconditionally secure key distribution
over the smart power grid of arbitrary dimensions.

Introduction
1.1 KLJN, the information theoretically secure wire-based key exchange scheme

A smart grid [1,2] is an electrical power distribution network that uses information and
communications technology to improve the security [3,4], reliability, efficiency, and
sustainability of the production and distribution of electricity.

Private key based secure communications require a shared secret key between Alice and Bob
who may communicate over remote distances. In today's secure communications, sharing such a
key also utilizes electronic communications because courier and mail services are slow. However
the software based key distribution methods offer only limited security levels that are only
computationally-conditional thus they are not future-proof. By having a sufficiently enhanced
computing power, Eve can crack the key and all the communications that are using that key.
Therefore, unconditional security (indicating that the security holds even for infinite
computational power), which is the popular wording of the term "information theoretic security"
[5], requires more than a software solution. It needs the utilization of the proper laws of physics.

The oldest scheme that claims information theoretic security based on the laws of physics is
quantum key distribution (QKD). It is an interesting episode that currently the security of
available QKD schemes has been compromised [6-20], though this situation is probably
temporary because they have the potential to reach a satisfactory security level in the future.
However, QKD devices are prohibitively expensive and have other practical weaknesses, such as



sensitive to vibrations, they are bulky, limited in range, and require a special “dark optical fiber”
cable and sophisticated infrastructure.

On the other hand, the smart grid offers a unique way of secure key exchange because each
hosthold (host) in the grid is electrically connected. To utilize a wire connection for secure key
exchange, different set of the laws of physics (not the laws applied for QKD that works with
optical fibers) must be utilized. Recently a classical statistical physical alternative to QKD, the
Kirchhoff-Law-Johnson-(like)-Noise (KLJN) key exchange system has been proposed [21,22],
which is a wire-based scheme that is free from several weaknesses of QKD. Similarly to QKD,
KLJN is also an information theoretically secure key distribution [23]; however it is robust; not
sensitive to vibrations; it has unlimited range [24]; it can be integrated on chips [25]; it can use
existing wire infrastructure such as power lines [26]; and KLJN based networks can also be
constructed [27].
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Figure 1. The core of the KLJIN key scheme [21]. This simple system is secure only against passive attacks in the
idealized case (mathematical limit). Security enhancements (including filters) to provide protection against invasive
attacks [21,22] and other types of vulnerabilities are not shown. In practical applications electronic noise generators
emulate an enhanced Johnson noise with a publicly agreed high effective temperature.

The KLJN channel is a wire [21]. At the beginning of each clock cycle, Alice and Bob, who have
identical pairs of resistors R and Ry (representing the 0 and 1 bit situations) randomly select and
connect one of the resistors, see Figure 1. In practical applications, voltage noise generators
enhance the Johnson noise of the resistors so that all resistors in the system have the same,

publicly known effective noise-temperature T, (where T >10° Kelvin). The enhanced
Johnson noise voltages {U, ,(t) or U,, ,(t);and U _,(t) or U,, ;(t) } of the resistor result in a
channel noise voltage U, (t) between the wire and the ground, and a channel noise current

I, (t) in the wire. Low-pass filters are used because the noise-bandwidth, which we also call



KLJN-band B, (its value depends on the range), must be chosen so narrow that wave,
reflection, and propagation/delay effects are negligible, otherwise the security is compromised
[21]. Alice and Bob can measure the mean-square amplitudes <Ufh (t)> and/or <I z (t)> within

the KLJN-band in the line. From any of these values, the loop resistance can be calculated [21]
by using the Johnson noise formula with the noise-bandwidth T, :

AKT,, B

<Uc2h (t)> =4KTq R oop Bidjn < L (t)> = - (1)

loop

Alice and Bob know their own choice resistor thus, from the loop resistance, they can deduce the
resistance value and the actual bit status at the other end of the wire. In the ideal situation, the

cases R | R, and R, | R, represent a secure bit exchange event because they cannot be

distinguished by the measured mean-square values. The eavesdropper (Eve) can do the very
same measurements but she has no knowledge about any of the resistance choices thus she is
unable to extract the key bits from the measured loop resistance.

1.2 Utilizing the smart power grid for information theoretic secure key exchange

The disadvantage of the KLJIN key exchange protocol that it requires a wire connection.
Investors are hesitant to cover the cost of new infrastructure for solely the purpose of security.
On the other hand, virtually each building in the civilized world is connected to the electrical
power grid. This fact is very motivating to explore the possibility of using the power grid as the
infrastructure for the KLJN protocol. However, only the single loop shown in Figure 1 is secure.
When Alice and Bob are two remote hosts in the smart grid, they should indeed experience a
single loop connection like in Figure 1. Thus, for smart grid applications, proper filters must be
installed and controlled for the KLJN frequency band where the key exchange operates. Though
simple examples have been outlined to prove that a KLJIN key exchange between two remote
points in a chain-like power grids with filters [26] can be achieved, neither details about the
structure of the filter units nor network protocols to connect every host on the grid with all other
hosts have been deduced.

The present paper aims to make the first steps in this direction by presenting a working scheme
with scaling analysis of the speed of key exchange versus network size. We limit our network to
a one-dimensional linear chain network to utilize the smart power grid for KLJN secure key
exchange. We show and analyze a protocol to efficiently supply every host with proper secure
keys to separately communicate with all the other hosts.



Discussions and Results

Because the pattern of connections between KLJN units must be varied to provide the exchange
of a separate secure key for each possible pair of host, the network of filters and their
connections must be varied accordingly. The power line filter technology is already available
[28,29] and we will show that the required results can be achieved by switching on/off proper
filtering units, in a structured way in the smart grid. We will need filters to pass or reject the

KLJN frequency band B, and/or the power frequency f, (50 or 60 Hz). When both B, and
f, are passed, it is a short; and when both of them are rejected, it is a break. We will call these

kljn

filters "switched filters".

2.1. Switched Filters

We call the functional units connected to the smart power grid hosts. A host is able to execute
KLJN key exchange toward left and right in a simultaneous way. That means each host has two
independent KLJN units. The filter system must satisfy the following requirements:

1) Hosts that currently do not execute KLJN key exchange should not interfere with those
processes even if the KLJN signals pass through their connections.

i) Moreover, each host should be are able to extract electrical power from the grid without
disturbing the KLJN key exchanges.

We define the size of a network as being of size N when that network has N +1 hosts, see
Figures 2 and 3.
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Figure 2. Example of one-dimensional grid: a chain network. This example has a network of size N=7.
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Figure 3. The chain network with N+1 hosts and size N.

Intermediate hosts in the line can be in two different states according to the need:
o) Drawing power and executing a KLJIN key exchange both left and right.

) Drawing power and not executing KLJN key exchange.

Hosts at the two ends can be in similar situations except that they can communicate in only a
single directions, thus they are special, limited cases of the intermediate hosts in which we are
focusing our considerations when discussing filters.

Filter boxes at each host will distribute the KLJN signals and the power and they are responsible
for connecting the proper parties for the KLIN key exchange and to supply the hosts with power,
see Figure 4. The filters boxes can be controlled either by a central server and/or an automatic
algorithm. In the following section we discuss the protocol of this control. Each filter box has
three switched filters and a corresponding output wire, see Figure 4.

a) The Left KLJN Filter for the KLJN key exchange toward left,
b) The Right KLJN Filter for the KLJIN key exchange toward right.

¢) The Power Filter to supply power to host, and to separate the left and right KLJN filters,
when needed.
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Figure 4. Building blocks in a filter box.

The properly controlled filter boxes will provide non-overlapping KLJIN loops between the hosts,
see below. The reason for having two KLJN units per host is to decrease the time needed to
connect every host by having simultaneous loops toward left and right, without overlapping.
Figure 5 shows an example for N=7. The solid black line means that both KLJN bandwidth and
power frequency is passing through (ordinary wire: the original line). The short red dashes
represent B, and that f is rejected. The longer blue dashes indicate the opposite situation:

only the power frequency is passing and the KLJN bandwidth is rejected.

For example, Host 3 can execute a key exchange toward left with Host 1 and simultaneously
(and independently) with Host 6; and at the same time simultaneously provide independent key

exchanges between Hosts 0 and 1 and 6 and 7.
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Figure 5. Example for network of size N=7 . Each host is connected to a filter box and the filters boxes are

connected to the power grid. Note how each host has three wire connections to its filter box.



Then the filter boxes of the inactive hosts 2, 4 and 5 must separate their hosts from the KLJN
band, and the same time let them supply by power. We call this working mode of the filter boxes
of non-active hosts State 1. The wiring and frequency transfer of the Filter Box in State 1 are
shown in Figure 6 and Tables 1,2.
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Figure 6. The filter box of the inactive host (when the it is not executing KLIN key exchange): State 1. Everything
is passing between left and right and the host can access only the power. Filter A is passing everything (shorted).
Filter B is disconnected. Filter C is passing By, only. Filters and E and D are passing f, only.

KLJN Filters Filter A Filter B
KLIN By, Allowed Yes No
Power Frequency Allowed Yes No

Table 1. Truth table of the KLJIN Filters in State 1 (inactive host).

Power Filter Filter C Filter D Filter E
KLIN By, Allowed Yes No No
Power Frequency Allowed No Yes Yes

Table 2. Truth table of the Power Filter in State 1 (inactive host).




At the same time, the filter boxes of the active Hosts 1 and 6 must allow the KLJN band to their
hosts; the right KLJN filter to Host 1 and the left KLJN filter to Host 6 to realize a single KLJN
loop between the resistors of Host 1 and 6. Similarly, they must allow the B, band between the

right of Host 0 and left of Host 1 and between the right of Host 6 and the left of Host 7. At the
same time, the power filters of the active hosts (0,1,3,6,7) must separate the KLJN loops by
rejecting B, . We call this working mode of the filter boxes of hosts executing key exchange

State 2. The wiring and frequency transfer of the Filter Box in State 2 are shown in Figure 7 and
Tables 3,4.
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Figure 7. The filter box of the active host (when it is executing a KLIN key exchange): State 2. The power is
passing between left and right but the KLJIN band is not and the left and right KLJN units are separated while doing
a key exchange toward left and right.

KLJIN Filter Filter A Filter B
Bkljn allowed No Yes
f, allowed Yes No

Table 3. Truth table of left KLJIN filter when a host is in stage two.



Power Filter Filter C Filter D Filter E

Bkljn allowed No No No

fp allowed No Yes Yes

Table 4. Truth table of power filter when a host is in stage two.

In this section we have shown that the line can be packed with non-overlapping KLJN loops to
execute simultaneous key exchanges between selected hosts. In the next section, we propose a
network protocol to provide secure keys for each host to be able to communicate securely via the
internet or other publicly accessible channels between arbitrary pairs of hosts. The time
requirement of key exchange over the whole smart grid will also be analyzed versus the network
size N.

2.2. Protocol and Speed

To quickly and efficiently connect every host with all other host in the same one-dimensional
network we need to establish a protocol. The protocol must make every possible connection in
the network, must not overlap loops, and must be quick and efficient by making as many
simultaneous loops without overlapping as possible.

To determine the time and speed requirements to establish a KLIN secure key exchange we must
first define terms. In the classical KLJN system, where only the noise existed in the wire, the
low-frequency cutoff of the noise was 0 Hz and the high-frequency cut-off was B, . In the case

of KLJN in a smart grid, this situation will be different because of the power frequency.

However, at short distances (less than 10 miles), the B,;,, band can be beyond the power

frequency f, and the difference is negligible. Then the shortest characteristic time in the system is

the correlation time 7, of the noise (7, =1/ B,; ). B, is determined by the distance L

Kljn Kljn kljn

between Alice and Bob so that B, << c/ L [21] (for example, B, <<100kHz for L=1

kjn
kilometer). Alice and Bob must make a statistics on the noise, which typically requires around
100 7,;, duration [24] (or 0.01 seconds if we use B, =10kHz) to have a sufficiently high
fidelity (note, faster performance is expected in advanced KLJN methods [30]). A bit exchange
(BE) occurs when Alice and Bob have different resistor values, this occurs on average of 200



Ty, OF 0.02 seconds if B, =10kHz. The length of the secure key exchange can be any arbitrary
length. For example if we have a key length of 100 bits then, we need 100 BE which requires on

average 20000 z,,;, which is approximately 2 seconds if B, is 10 kHz. Once the KLJN secure

key has been exchanged the total amount of time needed to complete this is one KLJN secure
key Exchange (KE). If B,,. is 10 kHz and if the length of the key is 100 bits then one KE is

approximately 2 seconds. While the key exchange is slow, the system has the advantage that it is
running continuously (not only during the handshake period like during common secure internet
protocols) thus large number of secure key bits are produced during the continuous operation.

Kljn

The protocol we propose here first connects the nearest neighbor of every host; this allows the
highest number of simultaneous non-overlapping loops per KE and only requires one KE to
complete this first step. The protocol then connects the second nearest neighbors; this allows the
second highest numbers of simultaneous loops per KE. However, due to the requirement of
avoiding overlapping loops, connecting each pairs of second nearest neighbors requires two KEs.
The protocol then connects the third nearest neighbors which requires 3 KEs to complete and
connects the third most simultaneous loops per KE. This procedure continues until the i-th
nearest neighbor is equal to or less than half of the size of the network. If the number of steps i
between the i-th nearest neighbors satisfies the relation i > N /2 then, to avoid overlapping
loops, only one connection per KE is possible.

As an example, we will show in the next section that for N=7 (see Figure 2) 16 KEs (or
approximately 32 seconds if B, is 10 kHz) are required when the keys are 100 bits long. Using

this protocol, the analytic form of the exact time required to fully arm every host with enough
keys to securely communicate with everybody in the network is dependent on the size of the
network and whether the network has an even or odd size. In the following sections we will
deduce the analytic relations and show examples.

2.2.1 The network size N is an odd number

We illustrate the calculation of time requirement with examples shown in the following figures.
A general formula for an arbitrary size network when N is odd is given after this example. In this

example we have a network of size N = 7. We have 8 host with index i {ieN:0<i<7}. We
have 7 intermediate connections between the first and last host.

The first step in the protocol connects the nearest neighbors, see Figure 8.
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Figure 8. The first step in the protocol connects the nearest neighbors. This step is the quickest and most efficient. It
has the most non-overlapping simultaneous loops and requires only 1 KE to complete.

The second step in the protocol will then connect the second nearest neighbors, see Figure 9.

2 KE

Figure 9. The second step in the protocol connects the second nearest neighbors. This step is the second quickest
and the second most efficient. It has the second most non-overlapping simultaneous loops and requires 2 KEs to
complete.

The protocol will then connect the third closest neighbors as shown in Figure 10. This will take 3
KEs to complete and is not as efficient as the first two steps in the protocol but still has
simultaneous loops in two of its KE steps.

3KE

11



Figure 10. The third step in the protocol connects the third nearest neighbors. This step is not as efficient as the first
two steps but still has simultaneous loops. This step requires 3 KEs to complete.

The protocol will then connect the fourth nearest neighbors as shown in Figure 11. This is above
the midpoint for our example with N=7 and is the slowest and least efficient step in the protocol.
The midpoint is considered to when the distance between Alice and Bob is equal to half the
length of the network. These steps will take 4 KEs to complete. Simultaneous loops with
disconnected hosts are no longer possible beyond the midpoint. The slowest and least efficient
steps occurs at the midpoint of the protocol.

4 KE

Figure 11. The fourth step in the protocol connects the fourth nearest neighbors. This step is the slowest and least
efficient step in the protocol at our example of N=7. This step requires 4 KEs to complete.

The protocol will then connect the fifth nearest neighbors as shown in Figure 12. This step will
take 3 KEs to complete. It is also inefficient since it is beyond the midpoint thus only a single
loop is possible, but it requires fewer KEs since there are only three such pairs.

12



3KE

Figure 12. The fifth step in the protocol connects the fifth nearest neighbors. This step is not efficient since
simultaneous non-overlapping loops with disconnected hosts cannot occur.

The protocol will then connect the sixth nearest neighbors as shown in Figure 13. This step will
take 2 KEs because there are only two possibilities.

2 KE

Figure 13. The sixth step in the protocol connects the sixth nearest neighbors. This step requires only 2 KEs since
there are only two possibilities.

The protocol will then connect the sixth closest neighbors as shown in Figure 14. This will take 1
KE since there is only one such pair of hosts.

1 KE

Figure 14. The seventh and last step. This step is not efficient but only requires one KE since there is only one such
pair of hosts.

13



This completes the protocol for an example of size N = 7 . Notice the pattern that occurs for N
being odd. We have a pattern of 1 KE, 2 KE, 3 KE, 4 KE, 3 KE, 2 KE, and 1 KE. This is
essentially Gauss’s counting technique up to N/2 and back. The total number of KEs needed will
be 1KE +2KE +3KE +4KE + 3KE + 2KE +1KE =16KE .

The speed or time requirement of the protocol for a network of arbitrary size N with N being odd

2
is (%] KEs and can be derived as follows.

Since N is odd we can express it as;

N =2n+1. 2)

To find the midpoint we can solve n and express it in terms of N, this gives the following;

2 3
The pattern when N is odd has the following form;
N-1Y
1+2+---+(n—1)+n+(n—1)+---+2+1:(—_j .
2 ()

Expressing n in terms of N gives;

1+2+---+(M—1]+(N _1J+[N _l—1j+---+2+1=(M] .
2 2 2 2 )

We know from Gauss’s counting method that,

N(N +1)
1+2+--+N=———.
2 (6)

In our pattern we can use Gauss’s counting method twice to find the sum as follows.

2
424t N g [N PN G0 [N
2 2 2 2

) )

2 2 @)
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(8)

This simplifies to

2 2 (9)

Thus the speed of the network is proportional to |\ITwith N being odd and the size of the

network. The pattern for when N is even is similar.

2.2.2 The network size N is an even number

For the sake of easier understanding, we will again illustrate the calculation of time requirement
with examples shown in the following figures. In this example we have an even number as

network size N=8. We have 9 host with index i {i eN:0<i< 8}. We have 8 intermediate
connections between the first and last host.
The first step in the protocol connects the nearest neighbors. This step is the quickest and most

efficient. It has the most simultaneous non-overlapping loops and requires only one KE to
complete. The following figure illustrates this first step in the protocol.

}IKE
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Figure 15. The first step in the protocol connects the nearest neighbors. This step is the quickest and most efficient.
It has the most non-overlapping simultaneous loops and requires only 1 KE to complete.

The second step in the protocol will then connect the second nearest neighbors as shown in the
following figure. This step will take two KEs to complete and has the second most simultaneous
non-lapping loops. It is the second quickest and second most efficient step.

15



2 KE

Figure 16. The second step in the protocol connects the second nearest neighbors. This step requires 2 KEs to
complete.

The protocol will then connect the third nearest neighbors as shown in the following figure. This
will take 3 KEs to complete and is not as efficient as the first two steps in the protocol but still
has simultaneous loops in this example of N =8.
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3KE

Figurel?. The third step in the protocol connects the third nearest neighbors. This step requires 3 KEs to complete.

The protocol will then connect the fourth nearest neighbors as shown in the following figure.
This is at the midpoint for our example with N =8 and is the slowest and least efficient step in
the protocol. The midpoint is defined when the distance between Alice and Bob is equal to half
the length of the network. This step will take 4 KEs to complete. The slowest and least efficient
steps occurs at the midpoint of the protocol.

16
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Figure 18. The fourth step in the protocol connects the fourth nearest neighbors. It requires 4 KEs to complete.

4 KE

The protocol will then connect the fifth nearest neighbors as shown in the following figure. This
step will take 4 KEs to complete. It is not efficient since it is at midpoint.
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Figure 19. The fifth step in the protocol connects the fifth nearest neighbors. This step is not efficient since
simultaneous non-overlapping loops with disconnected hosts cannot occur. It requires 4 KEs to complete.

4 KE

The protocol will then connect the sixth nearest neighbors as shown in the following figure. This
step will take 3 KEs because there are only three possibilities at this distance in this example of a
network of size N =8.

17
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Figure 20. The sixth step in the protocol connects the sixth nearest neighbors. This step requires only 3 KEs since it
is the third to last step and there are only three possibilities.

The protocol will then connect the seventh nearest neighbors as shown in the following figure.
This will take 2 KEs since there are only two pairs of host with a length of seven hosts between
them.

2 KE

Figure 21. The seventh step in this example of a network of size N = 8. This step is not efficient but only requires
two KEs since there are only two such pairs of host.

The last step in the protocol connects the first and last hosts. This step is the least efficient and
requires the entire length of the network. Since there is only one pair of host at this length, this
step requires only one KE.

}IKE
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Figure 22. The last step in our example with N=8. This step is not efficient but only requires one KE since there is
only one pair of host that are eight hosts apart.

Notice the pattern that occurs for N being even. We have 1 KE, 2 KE, 3 KE, 4 KE, 4 KE, 3 KE, 2

KE, and 1 KE. This is essentially Gauss’s counting technique up to N/2 and back. The total
number of KEs needed will be 1KE+2KE +3KE +4KE +4KE + 3KE + 2KE +1KE = 20KE.

The time needed to connect the entire network will take 20 KEs which is approximately 40
seconds if B, is 10 kHz and if the key is 100 bits long.

kljn
The speed or time requirement of the protocol for a network of size N with N being even between

2
the first and last host is NTJF% KEs and can be derived as follows.

With N = 8the pattern in our example is;

N? N

Since N is even we can express it as;
N =2n . (11)

To find the midpoint we can solve n and express it in terms of N, this gives the following;

?:n. (12)

The general pattern when N is even has the following form;

2
1+2+-~-+n+n+--~+2+1:N—+ﬂ.
4 2 (13)
Expressing n in terms of N gives;

2
1+2+~~-+E+E+-~+2+1:N—+E.
2 2 4 2 (14)

We know from Gauss’s counting method that,

N(N+1)

1+24---+N= .
2 (15)

In our pattern we can use Gauss’s counting method twice to find the sum as follows.

19



2
1+2+---+%+%+---+2+1:N—+E.

B

2 T (16)

17)

(N)(N j N2 N
— || =+l|=—+—.
2 )\ 2 4 2 (18)

2
Thus the speed of the network is proportional to NT with N being the size of the network and

even.

2.2.3 Protocol properties

The protocol is most efficient during the first half the network since this is when simultaneous
non-overlapping loops can occur. It is least efficient during the second half since there are no
possible non-overlapping loops that have not already occur.

The protocol is the quickest during the first and last steps; the second quickest step is the second
and second to last steps. This continues until it reaches the middle steps; at these steps the
protocol is the slowest.

The protocol is most active with the first and last host in the one-dimensional linear network. It is
least active with the middle host. In the example with network of size N = 8 the first host was
involved in 8 of the 20 KEs. Compare this the fifth host (which is in the middle of the network)
which was involved with 4 of the 20 KEs. This is because the hosts located in the middle of the
network are nearest to every single other host in the network and therefore requires fewer KEs.
The hosts along the edges of the network are furthest from the other edge and requires more KEs
to complete its key exchange with the other host in the network.
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