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Abstract—Due to the rapid increase in the desire to use 

online technology, the use of password security has become vital 

for users worldwide to protect their sensitive data or accounts 

by implementing a password key only known to them in order 

to access their personal data. Throughout the years, as data has 

become more involved with being stored online, the creativity of 

different strategies of passwords has also increased as certain 

data may only be accessed through unique methods such as 

fingerprint scan. One of the major types of services that require 

users to protect their details is online banking such as PayPal or 

NatWest where users would provide a stronger password 

compared to an account with low value such as a mobile phone 

game. This report will go in depth on the best practices and 

strategies that derive from password security.  

 

I. INTRODUCTION 

Password security is very common within applications that 
include personal information or communication such as 
through messaging or using online banking to perform money 
transfers which may require security to prevent abuse or 
misuse by unwanted hackers. However, despite this many 
users fail to provide a secure password to keep their 
information safe from hackers by using a very simplistic 
password [1]. The intention for this report is to discover and 
analyse the different practices and strategies for password 
security. To start, the report will consist of the origin of 
password security as well as its current state. The report will 
also provide a thorough analysis of the password security 
problem and will be giving well-reasoned conclusions as well 
as include discussion, opinion and evaluation to support the 
theories. Therefore, for each of the practices/strategies, a 
relevant argument and analysis will be provided.  

 

II. ORIGIN OF PASSWORD SECURITY 

The origin of the first password to be used is during 1961 
where the institute of technology by Massachusetts 
implemented a login command for their operating system 
called CTSS (Compatible Time-Sharing System) which 
contained a username and a password. Passwords were then 
later used through cryptography in the 70s by ‘Robert Morris’ 
for his UNIX operating system where numerical values were 
provided within the passwords to give a higher number of 
options when implementing a password [4]. However, fast 
forwarding to the early 2000s, the general password security 
was on the decline as organisations looked to other options to 
provide a stronger and safer alternative for protection since the 
old method was too basic and vulnerable such as by using a 2 
factor authentication as the standard of technology had also 
increased throughout the years [2].  

As for the current state of password security, it has been 
improvised and developed by a large margin since its origin 
as the use of passwords were deemed to be useless by many 
enterprises as they were easily exploited or bypassed by 
intruders to access sensitive information therefore the 
methods of providing security for users had become more 
reliable by using different methods such as authentication, 
sensors, encryption etc. [6]. These methods are more secure 
compared to the old method and is also easier to use making 
it more reliable and stronger.  

 

III. TWO FACTOR AUTHENTICATION 

If a victim’s biometric data is discovered by an attacker, 
they could potentially use that information to masquerade the 
victim or be able to watch their everyday activities. This is a 
big risk because once a user’s biometric data is located, it is 
compromised as it cannot be changed. However, to avoid this 
unwanted invasion a two-factor authentication is implemented 
[3]. 

Two factor authentication works by containing two 
separate factors in order to access the personal data. For 
example, an ATM (Automated Teller Machine) consists of 
two-factor authentication as it requires a card as well as a PIN 
(Personal Identification Number) [9]. Since passwords are 
very vulnerable to hackers, a method to combat weak security 
is two-factor authentication which banks are looking towards 
to provide protection for their customers as well as their 
employees [5, 7]. The two-factor authentication provides and 
extra layer of security for the user by asking for a PIN number 
despite having entered the username and password initially in 
case an intruder already has access to that information [10]. 
However, from a personal perspective, two-factor 
authentication is not the most secure and reliable method of 
password security as mentioned by [8], “It won't defend 
against phishing. It's not going to prevent identity theft. It's not 
going to secure online accounts from fraudulent transactions”. 
This is a major factor as phishing is a continuously rising 
common problem which two-factor authentication does not 
tackle. 

 

IV. MULTIPLE PASSWORDS 

Users may have multiple passwords for different services 
which despite seeming secure due to keeping each password 
unique, can be a problem as users may eventually forget many 
of their unique text passwords overtime [12, 13]. Therefore, to 
avoid this problem user tend to use the same password for 
every account which is a security risk as if a hacker is able to 
locate the password from malicious methods, they will have 
access to every account of the user with the same password.  



Due to a large number of passwords, users may write down 
their passwords on a physical or software notepad which may 
be exploited by hackers through either phishing, XSS (Cross 
site scripting) or by having legitimate access to the notepad 
[11, 14]. Therefore, having multiple passwords as a method of 
security is not ideal as it contains many factors of security 
breach that are previously mentioned such as trouble with 
remembering many passwords or containing the same 
password for multiple accounts which can be exploited.  

 

V. PASSWORD ENCRYPTION KEY 

 A PEK (Password Encrypted Key) is a generated 
password supplied by the user to provide an extra layer of 
security for the user’s password. This is done by using the 
password the user inputted and storing it into a server or 
record. Then once the user attempts to login, the password 
entered would make an encryption key which will then be 
compared to the key that was stored onto the server through 
decryption to ensure its legitimacy which will allow the login 
to be complete [15]. This method of password security is used 
to provide a stronger base of security during login as a user 
provided password key may not be enough protection against 
future threats such as from phishing methods.  

A PEK consists of 2 separate keys to create a encrypt the data 
for the user which are the data key and the user key. The data 
key is randomly generated strong key whereas the user key 
derives from the password that the user inputted so that when 
the password is inputted by the user, the user key is decrypted 
which then decrypts the data key to allow access to the data 
for the user [16]. This means that the data is provided with 
more protection compared to a user provided password and 
the password can be changed without having to access the file 
itself [17].  This is an effective method of protecting data that 
especially is on the move such as through messages into an 
insecure channel without allowing exploitation during the 
process. 

 

VI. PARAPHRASES 

Paraphrases a form of practice for password security as using 

the standard mix up of letters and numbers when creating a 

password has become too simple to trick the potential threats 

from hackers as they are able to identify switch ups such as 

replacing an ‘E’ with a ‘3’ or an ‘A’ with a ‘4’. Therefore, 

users are able to use paraphrasing by constructing a long 

sentence with a switch up of many numbers and letters in order 

to make it difficult for the attacker to be able to decode the 

password using a third-party software. This is an efficient 

method to give lower risk accounts with a login password a 

strong sense of security but may not be suitable for high risk 

accounts such as for banks or organisations as it is mentioned 

by [18], unauthorised access to systems and theft is due to 

hackers being able to crack the passwords through social 

engineering therefore organisations are looking more towards 

security authentication instead of passwords to provide a 

stronger layer of security for their employees or their clients 

which paraphrasing does not fulfill [19].  

 

The following table is the statistics from ‘LinkedIn’ 

containing the 10 most common passwords after 117 million 

user passwords were stolen:  

Table 1: Data obtained from statista.com 

 

 

 

This proves that the average user does not have high value for 

password security as the most popular passwords are very 

easy for hackers to guess due to their simplicity.  
 

 

VII. FACIAL RECOGNITION 

Facial recognition is a recently developed method of security 

mainly popular from use on smartphones as for the facial 

recognition to function, all it requires is an camera to detect 

and store the biometric verification of the user in order to 

provide a facial ID password before being allowed to unlock 

the phone. Due to the increase of smartphone usage, the need 

to protect the data has also increased therefore using the 

standard numeric or typed password may not be a strong 

enough solution as it is time consuming and troublesome to 

remember [20, 22]. The facial recognition method is a very 

efficient advanced authentication practice of password 

security as it requires to obtain the shape and location of the 

user’s features such as their nose, eyebrows, chin, lips etc. 

This means that the need for user interaction with the device 

is very limited making it a popular method as it is very easy to 

use and cannot be bypassed with ease compared to a 

traditional password technique [24, 26]. However, despite its 

strong features, facial recognition also requires a large 

memory usage as well as processing power making it difficult 

to be used consistently in the security management for devices 

therefore smartphones usually are only able to store 1 facial 

ID as a password protection at a time compared to other 

methods such as fingerprint scan which can be stored with 

multiple entries [21]. The following list is the method used to 

provide facial recognition as a password protection method for 

mobile devices: 

 

1) Smartphone captures facial features through biometric 

data  using its front camera.  

2) The facial image captured by the smartphone is then 

processed to allow facial recognition. 

3) After it has been processed, the image is then stored 

into the facial database for it to be accessed when the user 

requires to login using facial ID [27, 29].  

 
Overall, facial recognition proves to be a very strong and 
secure method of security especially combined with the two-
factor authentication to provide an extra layer of security for 
not only mobile devices but for other purposes such as gaming 
or airport travelling [23]. This will help prevent the mitigation 
of attacks from hackers who intend to steal or misuse the 
private user data.  

No. Password Number of people 

1 123456 753,305 

2 linkedin 172,523 

3 password 144,458 

4 123456789 94,314 

5 12345678 63,769 

6 111111 57,210 

7 1234567 49,652 



VIII.  ANTI-VIRUS SOFTWARE 

Anti-virus software is a method of password security 
practice as it provides protection from malicious scripts such 
as worms, trojans or zombies from phishing attackers by 
detecting potential threats delivered by them. An example of 
an antivirus is CMIT Marathon which helps detect any 
malicious scripts within Java, Chrome, Firefox etc to prevent 
the hackers from gaining access to personal data or to bypass 
the victim’s password for their accounts [31, 32]. However, 
antivirus software is mainly catered to computing and is not 
suitable to mobile devices due to power constraints [34]. The 
antivirus software may also cost a significant amount to 
implement it into the computer system which can be a problem 
for users who may not have the funds to buy it.  

The antivirus software is built to filter content the user may 
run into online or on the internet as that is where the likelihood 
to run into a malicious script or phishing attempt is at high. 
Therefore, the antivirus software will help block the potential 
threats or it will warn the user of a risky webpage before they 
are accessing it. This means that an antivirus software is vital 
to have when relating to password security as browsing online 
allows the user to be victim to numerous methods of phishing 
attempts which could easily gain access to the user’s password 
[25]. This can happen through methods such as XSS (Cross 
Site Scripting) or phishing which sends the user to a spoof 
webpage and trick the user to provide their personal details 
including their password. Despite its cost, the benefits of 
installing an antivirus software outweighs the negatives as the 
benefits such as protecting the password from phishing 
attempts can potentially save the user more money or damage 
from the exploits compared to the cost of purchasing and 
installing the software.  

 

IX. PASSWORD BLACKLIST 

A method of password management is password blacklist 
which consists of a database that contains the most common 
passwords used by everyday users which hackers may have 
access to in order to obtain the details of a victim to steal or 
misuse their data [35]. Therefore, organisations are also 
compelled to create a password blacklist database for their 
employees to avoid using the common password for 
protection on their accounts in order to avoid infiltration by 
hackers that could use the account for their own profit or to 
ruin the reputation of the organisation. Organisations can also 
use the password blacklist method to help identify if the 
password entered by the user when creating an account on 
their webpage is too strong or too weak [28]. This is done by 
comparing the user-entered password to the database 
containing all the common passwords users tend to use to give 
a feedback to the user to inform them if the password they had 
entered is too weak or suitable [31].  

Another form of protection provided by password 
blacklists is that since the attacker is reliant on guessing the 
password using common passwords, the login feature will 
have a limit to the amount of entries that the user is allowed to 
make before requiring a secondary authentication to unlock 
the account for security purposes. This prevents the attacker 
from repeatedly attempting to guess the password or using a 
software application to automatically enter the common 
passwords continuously until the correct one is inserted [26]. 
From a personal perspective and from the research conducted, 
password blacklisting is a vital method for enterprises or users 

creating a password for financial services as a successful 
phishing attack on an employee can cause substantial damage 
to the enterprise as well as the loss of a user’s credentials can 
be a major blowback for the company as well as the user [30]. 
Therefore, ensuring that creating a password with simple 
character switch-ups is not ideal for protecting the sensitive 
data.  

X. PASSWORD SHARING 

Password sharing is a form of password management 

as enterprises may decide to share the passwords to other 

employees or databses using software applications such as 

Excel, Spreadsheet etc. The passwords can also be shared by 

users to other individuals by using methods such as email or 

messaging. According to [31], users who consisted of a lack 

of perseverance on their password security or with high self 

monitoring tend to share their password to others without 

much care. [32] conducted an investgation where they had 

asked the youth if they had shared their passwords with their 

friends. From this investigation it was determined that 84% 

of the youth did not share their password and 16% had shared 

it between 1-2 times or 5+ times. This shows that the youth is 

unaware of the potential risks of sharing their password to 

their friends as the password could potentially be misused or 

shared across by the recipitent of the password. Therefore, 

enterprises strongly advise their customers not to share their 

passwords or PIN codes for fiancial banking to other people 

as they will no longer have the protection of the business for 

their accounts which in turn makes the customer liable for the 

damages done without being able to hold the company 

responsible [34].  

From conducted research and personal opinion, 

password sharing is not recommended to be done through 

unsafe methods such as in messaging or email as phishing 

attackers or hackers may be able to gain access to the 

password using brute force attack so it would be safer to share 

passwords to another individual face-to-face to avoid a hard 

copy of the password that can be accessed at any moment 

[33]. This may apply for companies as the user can provide 

the password or PIN through the phone instead of using 

software.  

 

XI. CONTINUOUS BACKUPS 

Continuous backups are required to ensure that the data 
that has been infiltrated or misused by hackers after 
conducting a successful operation in a phishing attempt is 
retrievable despite being stolen or deleted. Since the rise of 
phishing attacks and methods as well as the importance of data 
stored online, computing and wireless devices now contain a 
facility to be able to backup their data onto another device or 
within the cloud. Therefore, in the event of a phishing attack 
if data has been stolen, the user will be able to retrieve the lost 
data due to backup [35]. However, this process requires the 
user to complete continuous backups to ensure that the data 
stored is up to date which can be done by applying a frequency 
of when to backup the data which can be determined by the 
convenience of the user or by constantly doing a backup every 
night for Apple iPhone using the backup feature. This entails 
that backups are necessary for when the password is breached 
due to poor password management to minimalise the damage 
or to readjust the data if possible, to make the stolen data 
invaluable.  
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